

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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Linux Standard Command-Line Options : GNU Compatible

Over time, there has evolved a loose standard for the meanings of command-line option flags. The GNU utilities conform more closely to this “standard” than older UNIX utilities.

Traditionally, UNIX command-line options consist of a dash, followed by one or more lowercase letters. The GNU utilities added a double-dash, followed by a complete word or compound word.

The two most widely-accepted options are:

-h

--help

Help: Give usage message and exit.

-v

--version

Version: Show program version and exit.





Other common options are:

-a

--all

All: show all information or operate on all arguments.

-l

--list

List: list files or arguments without taking other action.

-o

Output filename

-q

--quiet

Quiet: suppress stdout.

-r

-R

--recursive

Recursive: Operate recursively (down directory tree).

-v

--verbose

Verbose: output additional information to stdout or stderr.

-z

--compress

Compress: apply compression (usually gzip).





However:

In tar and gawk:

-f

--file

File: filename follows.

In cp, mv, rm:

-f

--force

Force: force overwrite of target file(s).







A complete table of recommended options for the GNU utilities is available HERE




Standard Command Line : Table of Long Options

Here is a table of long options used by GNU programs. It is surely incomplete, but we aim to list all the options that a new program might want to be compatible with. If you use names not already in the table, please send bug-standards@gnu.org a list of them, with their meanings, so that GNU(FSF) will add your new names, which  will be appended to the existing list.

‘after-date’

‘-N’ in tar.





‘all’

‘-a’ in du, ls, nm, stty, uname, and unexpand.





‘all-text’

‘-a’ in diff.





‘almost-all’

‘-A’ in ls.





‘append’

‘-a’ in etags, tee, time; ‘-r’ in tar.





‘archive’

‘-a’ in cp.





‘archive-name’

‘-n’ in shar.





‘arglength’

‘-l’ in m4.





‘ascii’

‘-a’ in diff.





‘assign’

‘-v’ in gawk.





‘assume-new’

‘-W’ in make.





‘assume-old’

‘-o’ in make.





‘auto-check’

‘-a’ in recode.





‘auto-pager’

‘-a’ in wdiff.





‘auto-reference’

‘-A’ in ptx.





‘avoid-wraps’

‘-n’ in wdiff.





‘background’

For server programs, run in the background.





‘backward-search’

‘-B’ in ctags.





‘basename’

‘-f’ in shar.





‘batch’

Used in GDB.





‘baud’

Used in GDB.





‘before’

‘-b’ in tac.





‘binary’

‘-b’ in cpio and diff.





‘bits-per-code’

‘-b’ in shar.





‘block-size’

Used in cpio and tar.





‘blocks’

‘-b’ in head and tail.





‘break-file’

‘-b’ in ptx.





‘brief’

Used in various programs to make output shorter.





‘bytes’

‘-c’ in head, split, and tail.





‘c++’

‘-C’ in etags.





‘catenate’

‘-A’ in tar.





‘cd’

Used in various programs to specify the directory to use.





‘changes’

‘-c’ in chgrp and chown.





‘classify’

‘-F’ in ls.





‘colons’

‘-c’ in recode.





‘command’

‘-c’ in su; ‘-x’ in GDB.





‘compare’

‘-d’ in tar.





‘compat’

Used in gawk.





‘compress’

‘-Z’ in tar and shar.





‘concatenate’

‘-A’ in tar.





‘confirmation’

‘-w’ in tar.





‘context’

Used in diff.





‘copyleft’

‘-W copyleft’ in gawk.





‘copyright’

‘-C’ in ptx, recode, and wdiff; ‘-W copyright’ in gawk.





‘core’

Used in GDB.





‘count’

‘-q’ in who.





‘count-links’

‘-l’ in du.





‘create’

Used in tar and cpio.





‘cut-mark’

‘-c’ in shar.





‘cxref’

‘-x’ in ctags.





‘date’

‘-d’ in touch.





‘debug’

‘-d’ in make and m4; ‘-t’ in Bison.





‘define’

‘-D’ in m4.





‘defines’

‘-d’ in Bison and ctags.





‘delete’

‘-D’ in tar.





‘dereference’

‘-L’ in chgrp, chown, cpio, du, ls, and tar.





‘dereference-args’

‘-D’ in du.





‘device’

Specify an I/O device (special file name).





‘diacritics’

‘-d’ in recode.





‘dictionary-order’

‘-d’ in look.





‘diff’

‘-d’ in tar.





‘digits’

‘-n’ in csplit.





‘directory’

Specify the directory to use, in various programs. In ls, it means to show directories themselves rather than their contents. In rm and ln, it means to not treat links to directories specially.





‘discard-all’

‘-x’ in strip.





‘discard-locals’

‘-X’ in strip.





‘dry-run’

‘-n’ in make.





‘ed’

‘-e’ in diff.





‘elide-empty-files’

‘-z’ in csplit.





‘end-delete’

‘-x’ in wdiff.





‘end-insert’

‘-z’ in wdiff.





‘entire-new-file’

‘-N’ in diff.





‘environment-overrides’

‘-e’ in make.





‘eof’

‘-e’ in xargs.





‘epoch’

Used in GDB.





‘error-limit’

Used in makeinfo.





‘error-output’

‘-o’ in m4.





‘escape’

‘-b’ in ls.





‘exclude-from’

‘-X’ in tar.





‘exec’

Used in GDB.





‘exit’

‘-x’ in xargs.





‘exit-0’

‘-e’ in unshar.





‘expand-tabs’

‘-t’ in diff.





‘expression’

‘-e’ in sed.





‘extern-only’

‘-g’ in nm.





‘extract’

‘-i’ in cpio; ‘-x’ in tar.





‘faces’

‘-f’ in finger.





‘fast’

‘-f’ in su.





‘fatal-warnings’

‘-E’ in m4.





‘file’

‘-f’ in gawk, info, make, mt, sed, and tar.





‘field-separator’

‘-F’ in gawk.





‘file-prefix’

‘-b’ in Bison.





‘file-type’

‘-F’ in ls.





‘files-from’

‘-T’ in tar.





‘fill-column’

Used in makeinfo.





‘flag-truncation’

‘-F’ in ptx.





‘fixed-output-files’

‘-y’ in Bison.





‘follow’

‘-f’ in tail.





‘footnote-style’

Used in makeinfo.





‘force’

‘-f’ in cp, ln, mv, and rm.





‘force-prefix’

‘-F’ in shar.





‘foreground’

For server programs, run in the foreground; in other words, don’t do anything special to run the server in the background.





‘format’

Used in ls, time, and ptx.





‘freeze-state’

‘-F’ in m4.





‘fullname’

Used in GDB.





‘gap-size’

‘-g’ in ptx.





‘get’

‘-x’ in tar.





‘graphic’

‘-i’ in ul.





‘graphics’

‘-g’ in recode.





‘group’

‘-g’ in install.





‘gzip’

‘-z’ in tar and shar.





‘hashsize’

‘-H’ in m4.





‘header’

‘-h’ in objdump and recode





‘heading’

‘-H’ in who.





‘help’

Used to ask for brief usage information.





‘here-delimiter’

‘-d’ in shar.





‘hide-control-chars’

‘-q’ in ls.





‘html’

In makeinfo, output HTML.





‘idle’

‘-u’ in who.





‘ifdef’

‘-D’ in diff.





‘ignore’

‘-I’ in ls; ‘-x’ in recode.





‘ignore-all-space’

‘-w’ in diff.





‘ignore-backups’

‘-B’ in ls.





‘ignore-blank-lines’

‘-B’ in diff.





‘ignore-case’

‘-f’ in look and ptx; ‘-i’ in diff and wdiff.





‘ignore-errors’

‘-i’ in make.





‘ignore-file’

‘-i’ in ptx.





‘ignore-indentation’

‘-I’ in etags.





‘ignore-init-file’

‘-f’ in Oleo.





‘ignore-interrupts’

‘-i’ in tee.





‘ignore-matching-lines’

‘-I’ in diff.





‘ignore-space-change’

‘-b’ in diff.





‘ignore-zeros’

‘-i’ in tar.





‘include’

‘-i’ in etags; ‘-I’ in m4.





‘include-dir’

‘-I’ in make.





‘incremental’

‘-G’ in tar.





‘info’

‘-i’, ‘-l’, and ‘-m’ in Finger.





‘init-file’

In some programs, specify the name of the file to read as the user’s init file.





‘initial’

‘-i’ in expand.





‘initial-tab’

‘-T’ in diff.





‘inode’

‘-i’ in ls.





‘interactive’

‘-i’ in cp, ln, mv, rm; ‘-e’ in m4; ‘-p’ in xargs; ‘-w’ in tar.





‘intermix-type’

‘-p’ in shar.





‘iso-8601’

Used in date





‘jobs’

‘-j’ in make.





‘just-print’

‘-n’ in make.





‘keep-going’

‘-k’ in make.





‘keep-files’

‘-k’ in csplit.





‘kilobytes’

‘-k’ in du and ls.





‘language’

‘-l’ in etags.





‘less-mode’

‘-l’ in wdiff.





‘level-for-gzip’

‘-g’ in shar.





‘line-bytes’

‘-C’ in split.





‘lines’

Used in split, head, and tail.





‘link’

‘-l’ in cpio.





‘lint’
‘lint-old’

Used in gawk.





‘list’

‘-t’ in cpio; ‘-l’ in recode.





‘list’

‘-t’ in tar.





‘literal’

‘-N’ in ls.





‘load-average’

‘-l’ in make.





‘login’

Used in su.





‘machine’

Used in uname.





‘macro-name’

‘-M’ in ptx.





‘mail’

‘-m’ in hello and uname.





‘make-directories’

‘-d’ in cpio.





‘makefile’

‘-f’ in make.





‘mapped’

Used in GDB.





‘max-args’

‘-n’ in xargs.





‘max-chars’

‘-n’ in xargs.





‘max-lines’

‘-l’ in xargs.





‘max-load’

‘-l’ in make.





‘max-procs’

‘-P’ in xargs.





‘mesg’

‘-T’ in who.





‘message’

‘-T’ in who.





‘minimal’

‘-d’ in diff.





‘mixed-uuencode’

‘-M’ in shar.





‘mode’

‘-m’ in install, mkdir, and mkfifo.





‘modification-time’

‘-m’ in tar.





‘multi-volume’

‘-M’ in tar.





‘name-prefix’

‘-a’ in Bison.





‘nesting-limit’

‘-L’ in m4.





‘net-headers’

‘-a’ in shar.





‘new-file’

‘-W’ in make.





‘no-builtin-rules’

‘-r’ in make.





‘no-character-count’

‘-w’ in shar.





‘no-check-existing’

‘-x’ in shar.





‘no-common’

‘-3’ in wdiff.





‘no-create’

‘-c’ in touch.





‘no-defines’

‘-D’ in etags.





‘no-deleted’

‘-1’ in wdiff.





‘no-dereference’

‘-d’ in cp.





‘no-inserted’

‘-2’ in wdiff.





‘no-keep-going’

‘-S’ in make.





‘no-lines’

‘-l’ in Bison.





‘no-piping’

‘-P’ in shar.





‘no-prof’

‘-e’ in gprof.





‘no-regex’

‘-R’ in etags.





‘no-sort’

‘-p’ in nm.





‘no-splash’

Don’t print a startup splash screen.





‘no-split’

Used in makeinfo.





‘no-static’

‘-a’ in gprof.





‘no-time’

‘-E’ in gprof.





‘no-timestamp’

‘-m’ in shar.





‘no-validate’

Used in makeinfo.





‘no-wait’

Used in emacsclient.





‘no-warn’

Used in various programs to inhibit warnings.





‘node’

‘-n’ in info.





‘nodename’

‘-n’ in uname.





‘nonmatching’

‘-f’ in cpio.





‘nstuff’

‘-n’ in objdump.





‘null’

‘-0’ in xargs.





‘number’

‘-n’ in cat.





‘number-nonblank’

‘-b’ in cat.





‘numeric-sort’

‘-n’ in nm.





‘numeric-uid-gid’

‘-n’ in cpio and ls.





‘nx’

Used in GDB.





‘old-archive’

‘-o’ in tar.





‘old-file’

‘-o’ in make.





‘one-file-system’

‘-l’ in tar, cp, and du.





‘only-file’

‘-o’ in ptx.





‘only-prof’

‘-f’ in gprof.





‘only-time’

‘-F’ in gprof.





‘options’

‘-o’ in getopt, fdlist, fdmount, fdmountd, and fdumount.





‘output’

In various programs, specify the output file name.





‘output-prefix’

‘-o’ in shar.





‘override’

‘-o’ in rm.





‘overwrite’

‘-c’ in unshar.





‘owner’

‘-o’ in install.





‘paginate’

‘-l’ in diff.





‘paragraph-indent’

Used in makeinfo.





‘parents’

‘-p’ in mkdir and rmdir.





‘pass-all’

‘-p’ in ul.





‘pass-through’

‘-p’ in cpio.





‘port’

‘-P’ in finger.





‘portability’

‘-c’ in cpio and tar.





‘posix’

Used in gawk.





‘prefix-builtins’

‘-P’ in m4.





‘prefix’

‘-f’ in csplit.





‘preserve’

Used in tar and cp.





‘preserve-environment’

‘-p’ in su.





‘preserve-modification-time’

‘-m’ in cpio.





‘preserve-order’

‘-s’ in tar.





‘preserve-permissions’

‘-p’ in tar.





‘print’

‘-l’ in diff.





‘print-chars’

‘-L’ in cmp.





‘print-data-base’

‘-p’ in make.





‘print-directory’

‘-w’ in make.





‘print-file-name’

‘-o’ in nm.





‘print-symdefs’

‘-s’ in nm.





‘printer’

‘-p’ in wdiff.





‘prompt’

‘-p’ in ed.





‘proxy’

Specify an HTTP proxy.





‘query-user’

‘-X’ in shar.





‘question’

‘-q’ in make.





‘quiet’

Used in many programs to inhibit the usual output. Every program accepting ‘--quiet’ should accept ‘--silent’ as a synonym.





‘quiet-unshar’

‘-Q’ in shar





‘quote-name’

‘-Q’ in ls.





‘rcs’

‘-n’ in diff.





‘re-interval’

Used in gawk.





‘read-full-blocks’

‘-B’ in tar.





‘readnow’

Used in GDB.





‘recon’

‘-n’ in make.





‘record-number’

‘-R’ in tar.





‘recursive’

Used in chgrp, chown, cp, ls, diff, and rm.





‘reference’

‘-r’ in touch.





‘references’

‘-r’ in ptx.





‘regex’

‘-r’ in tac and etags.





‘release’

‘-r’ in uname.





‘reload-state’

‘-R’ in m4.





‘relocation’

‘-r’ in objdump.





‘rename’

‘-r’ in cpio.





‘replace’

‘-i’ in xargs.





‘report-identical-files’

‘-s’ in diff.





‘reset-access-time’

‘-a’ in cpio.





‘reverse’

‘-r’ in ls and nm.





‘reversed-ed’

‘-f’ in diff.





‘right-side-defs’

‘-R’ in ptx.





‘same-order’

‘-s’ in tar.





‘same-permissions’

‘-p’ in tar.





‘save’

‘-g’ in stty.





‘se’

Used in GDB.





‘sentence-regexp’

‘-S’ in ptx.





‘separate-dirs’

‘-S’ in du.





‘separator’

‘-s’ in tac.





‘sequence’

Used by recode to chose files or pipes for sequencing passes.





‘shell’

‘-s’ in su.





‘show-all’

‘-A’ in cat.





‘show-c-function’

‘-p’ in diff.





‘show-ends’

‘-E’ in cat.





‘show-function-line’

‘-F’ in diff.





‘show-tabs’

‘-T’ in cat.





‘silent’

Used in many programs to inhibit the usual output. Every program accepting ‘--silent’ should accept ‘--quiet’ as a synonym.





‘size’

‘-s’ in ls.





‘socket’

Specify a file descriptor for a network server to use for its socket, instead of opening and binding a new socket. This provides a way to run, in a non-privileged process, a server that normally needs a reserved port number.





‘sort’

Used in ls.





‘source’

‘-W source’ in gawk.





‘sparse’

‘-S’ in tar.





‘speed-large-files’

‘-H’ in diff.





‘split-at’

‘-E’ in unshar.





‘split-size-limit’

‘-L’ in shar.





‘squeeze-blank’

‘-s’ in cat.





‘start-delete’

‘-w’ in wdiff.





‘start-insert’

‘-y’ in wdiff.





‘starting-file’

Used in tar and diff to specify which file within a directory to start processing with.





‘statistics’

‘-s’ in wdiff.





‘stdin-file-list’

‘-S’ in shar.





‘stop’

‘-S’ in make.





‘strict’

‘-s’ in recode.





‘strip’

‘-s’ in install.





‘strip-all’

‘-s’ in strip.





‘strip-debug’

‘-S’ in strip.





‘submitter’

‘-s’ in shar.





‘suffix’

‘-S’ in cp, ln, mv.





‘suffix-format’

‘-b’ in csplit.





‘sum’

‘-s’ in gprof.





‘summarize’

‘-s’ in du.





‘symbolic’

‘-s’ in ln.





‘symbols’

Used in GDB and objdump.





‘synclines’

‘-s’ in m4.





‘sysname’

‘-s’ in uname.





‘tabs’

‘-t’ in expand and unexpand.





‘tabsize’

‘-T’ in ls.





‘terminal’

‘-T’ in tput and ul. ‘-t’ in wdiff.





‘text’

‘-a’ in diff.





‘text-files’

‘-T’ in shar.





‘time’

Used in ls and touch.





‘timeout’

Specify how long to wait before giving up on some operation.





‘to-stdout’

‘-O’ in tar.





‘total’

‘-c’ in du.





‘touch’

‘-t’ in make, ranlib, and recode.





‘trace’

‘-t’ in m4.





‘traditional’

‘-t’ in hello; ‘-W traditional’ in gawk; ‘-G’ in ed, m4, and ptx.





‘tty’

Used in GDB.





‘typedefs’

‘-t’ in ctags.





‘typedefs-and-c++’

‘-T’ in ctags.





‘typeset-mode’

‘-t’ in ptx.





‘uncompress’

‘-z’ in tar.





‘unconditional’

‘-u’ in cpio.





‘undefine’

‘-U’ in m4.





‘undefined-only’

‘-u’ in nm.





‘update’

‘-u’ in cp, ctags, mv, tar.





‘usage’

Used in gawk; same as ‘--help’.





‘uuencode’

‘-B’ in shar.





‘vanilla-operation’

‘-V’ in shar.





‘verbose’

Print more information about progress. Many programs support this.





‘verify’

‘-W’ in tar.





‘version’

Print the version number.





‘version-control’

‘-V’ in cp, ln, mv.





‘vgrind’

‘-v’ in ctags.





‘volume’

‘-V’ in tar.





‘what-if’

‘-W’ in make.





‘whole-size-limit’

‘-l’ in shar.





‘width’

‘-w’ in ls and ptx.





‘word-regexp’

‘-W’ in ptx.





‘writable’

‘-T’ in who.





‘zeros’

‘-z’ in gprof. 













          

      

      

    

  

    
      
          
            
  
Research research



Prase the Updated research abstracts from the arxiv repository using Arxiv-BAsh-Shell [https://salsa.debian.org/gorlapraveen-guest/Arxiv-Daily-updates-Shell_scripts] package or Arxiv-Deb_packages [https://salsa.debian.org/gorlapraveen-guest/arxivdailydebianpackage].






In (/arxiv) directory.:


Arxiv research articles

This directory contains the latest research Articles from arxiv repo from varies Domains of science,technology, economics, maths etc….List of Updated research abstracts and links form various domains ex: Software, Processors, Networks, Cloud, Agriculture, Medical, GNUradio, Cryptography, Surveillance, Dental, Arts , etc.. It also contains Research papers on Localization of  Spoken Languages such as Chinese, Japanese, English and 60 Indian [https://en.wikipedia.org/wiki/List_of_languages_by_number_of_native_speakers_in_India#List_of_mother_tongues_by_number_of_speakers] Languages.  It includes more than 150 research categories

You can find your articles here in the following format ArxivDomain ex: if you want latest argriculture related articles then go to the file ArxivAgriculture.txt.

Each file contains atleast 500(if <500, the Arxiv repo Many not contain less articles  ) latest Arxive Research Artilces Details.

You can access the following :


	The URLof the paper for your selected topic.


	The Author


	Year Published.


	Abstract


	DOI indexing Number.




If you want to search any Specific Word in .txt files. Open That file and search using Ctrl + f and Type the word to search. Text Will be highlited for your prefered word.

Alternatively, If you want to search in your linux terminal, you can use https://salsa.debian.org/gorlapraveen-guest/Arxiv-Daily-updates-Shell_scripts tool for phrasing information. The detailed explanation is provided by visting this link.
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Arxiv research articles

This directory contains the latest research Articles from arxiv repo from varies Domains of science,technology, economics, maths etc…. and List of Updated research abstracts and links form varius domains ex: Software, Processors, Networks, Cloud, Agriculture, Medical, GNUradio, Cryptography, Surveillance, Dental, Arts , etc.. It also contains Research papers on Localization of  Spoken Languages such as Chinese, Japanese, English and 60 Indian [https://en.wikipedia.org/wiki/List_of_languages_by_number_of_native_speakers_in_India#List_of_mother_tongues_by_number_of_speakers] Languages.  It includes more than 150 research categories

You can find your articles here in the following format ArxivDomain ex: if you want latest argriculture related articles then go to the file ArxivAgriculture.txt.

Each file contains atleast 500(if <500, the Arxiv repo Many  contain less articles  ) latest Arxive Research Articles Details.

You can access the following :


	The URLof the paper for your selected topic.


	The Author


	Year Published.


	Abstract


	DOI indexing Number.




If you want to search any Specific Word in .txt files. Open That file and search using Ctrl + f and Type the word to search. Text Will be highlited for your prefered word.

Alternatively, If you want to search in your linux terminal, you can use https://salsa.debian.org/gorlapraveen-guest/Arxiv-Daily-updates-Shell_scripts tool for phrasing information. The detailed explanation is provided by visting this link.
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Encrypt a file to send to your firend/other person using gpg




Note : If you Would like to know about generation and usage of ssh/gpg keys. please go to ssh/gpg


	Import your friends publice key and verify the key from global keyserers.


	Import Keys: import Keys using your friend KEY-ID or email or Real Name








    $ gpg --search-keys --keyserver keys.gnupg.net 'KEY-ID'

    or

    $ gpg --search-keys --keyserver keys.gnupg.net 'E-Mail ID'

    or

    $ gpg --search-keys --keyserver keys.gnupg.net 'Real Name'

    or If your frineds gives his publices in `Friend_Publice_key.gpg` you can import using following command 
    gpg --import Friend_Publice_key.gpg






	Then Verify the Keys :

Verify the successful import of your friend publice key by gpg --list-keys, then you have your friend’s Raksi Key.

  pub   4096R/AB2724A8 2017-12-03
  uid                  raksi (Raksi's test ID)
  sub   4096R/84RF55EE 2014-12-03 







	Then Encrypt a file test.tx  using your friend’s publice key (Where he can only decrypt this message with his own private key) and send it to him.




      gpg --encrypt --recipient raksi a.txt

      gpg: 84RF55EE: There is no assurance this key belongs to the named user

      pub  2048R/84RF55EE 2012-12-03 raksi (Raksi's test ID)
     Primary key fingerprint: FF32 7764 A0AE 1E85 AC4B  C2F7 8AED B292 F2B7 42A8
     Subkey fingerprint: D6A5 7107 77C8 6845 2F86  765C EEED DD85 84RF 55EE

     It is NOT certain that the key belongs to the person named
     in the user ID.  If you *really* know what you are doing,
     you may answer the next question with yes.

     Use this key anyway? (y/N) y






	A file test.txt.pgp will be created with some binary data. If you dont want it to be in binary format , you can choose to have in ASCII format by using the gpg --encrypt --armor --recipient raksi test.txt which creates test.txt.gpg having ASCII values.


	Send this test.txt.gpg file to your firend by any means, preferably use end-to-end encrypted channels (it can be through e-mail, chat or etc).





	Decrypt a file (by your friend) : After receiving from your, into a plain text test.txt, human readable file.

 gpg --decrypt test.txt.gpg > test.txt






	This command uses his(your friend’s/other-persons) private keys to decrypt to a simple, human readable file test.txt















Encrypting A file using Openssl -aes-256 : With password

openssl aes-256 based encryption of a folder/file : Which doesn’t need any keys to be generated. It just needs a password for encryption, whic is a password based encryption.


	For Open-SSL encryption : Issue the following command in your termianl.




     tar cz my_folder/ | openssl enc -aes-256-cbc -e > encrypted.tar.gz.enc






Note : Here tar and czis for making a folder(my_folder/) or a file to compress and apply open-ssl  for encrypting a compressed file using aes-256 algoritham to an output encrypted file as encrypted.tar.gz.enc.






Note : Here my_folder/ can be a folder or a simple file as example.txt.








	After issuing the above command, then the system prompts for password with which the file is to be protected by encrypting, the output dialogues includes in following way:

   tar: Old option 'g' requires an argument.
   Try 'tar --help' or 'tar --usage' for more information.
   enter aes-256-cbc encryption password:
   Verifying - enter aes-256-cbc encryption password:










	For OpenSSL Decryption:




     openssl aes-256-cbc -d -in encrypted.tar.gz.enc | tar xz






	Enter the password(used while encrypting the same file) when its prompts for it. Then the file is decrypted.




More source regarding Open-ssl encryption at:

https://zaiste.net/creating_password_protected_gzip_files_from_command_line/





Note : Its better to choose gpg encryption over openssl -aes-256  because of high secure 4096 encryption in gpg using two different keys(such as public and private keys for encryption and decryption respectively)





          

      

      

    

  

    
      
          
            
  If your GPG private key becomes compromised, you need to revoke it to warn others not to trust future signatures or encrypt data to your public key. However, by the time a key compromise happens, you might not have your GPG key available, such as if it resided on hardware stolen from you, or the attacker removed it after accessing it. This article shows you how to generate and preserve a revocation certificate now, before you actually need it.

A revocation certificate consists of a signed message, stating in machine-readable form that
a key no longer has validity for future cryptographic operations.
To generate a revocation certificate for a key, use the --gen-revoke option to gpg, passing it the key ID of the key you want a revocation certificate for.
You should also supply the --output option to specify where to put the certificate. The exchange with gpg looks like this:


Generating Revocation Certificates:

The exchange with gpg looks like this:

  $ gpg --output revocation-certificate.asc --gen-revoke 8C730530

  sec  1024D/8C730530 2018-10-23 Your Name <your.email@example.org>

 Create a revocation certificate for this key? (y/N) y
 Please select the reason for the revocation:
   0 = No reason specified
   1 = Key has been compromised
   2 = Key is superseded
   3 = Key is no longer used
   Q = Cancel
    (Probably you want to select 1 here)
  Your decision? 0
 Enter an optional description; end it with an empty line:
  > 
Reason for revocation: No reason specified
(No description given)
  Is this okay? (y/N) y

You need a passphrase to unlock the secret key for
  user: "Your Name <your.email@example.org>"
  1024-bit DSA key, ID 8C730530, created 2018-10-23

ASCII armored output forced.
 Revocation certificate created.

 Please move it to a medium which you can hide away; if Mallory getsaccess to this certificate he can use it to make your key unusableIt is smart to print this certificate and store it away, just in caseyour media become unreadable.  But have some caution:  The print system ofyour machine might store the data and make it available to others!








Using Revocation certificates : In the event of loss of Private key/No Longer used/Key Compromised

Heed gpg’s warning here: anyone with this certificate can revoke your private key. I recommend printing it out and storing it in a secure location. You could also burn it to a CD and store the CD in a secure location.

f the worst happens, and you need to revoke your key, obtain the revocation certificate, and import it into gpg:

$ gpg --import revocation-certificate.asc
  gpg: key 8C730530: "Your Name <your.email@example.org>" revocation certificate imported
  gpg: Total number processed: 1
  gpg:    new key revocations: 1
 gpg: 3 marginal(s) needed, 1 complete(s) needed, PGP trust model
gpg: depth: 0  valid:   1  signed:   0  trust: 0-, 0q, 0n, 0m, 0f, 1u





You can now observe the key revocation via –list-keys with your key ID:

$ gpg --list-keys 8C730530
  pub   1024D/8C730530 2018-10-23 [revoked: 2018-10-23]
  uid                  Your Name <your.email@example.org>





In order for others to see the revocation, you should send the revoked key to a keyserver, with

 gpg --send-keys 8C730530





For more information on using gpg, the GNU Privacy Guard, see the GNU Privacy Handbook.





          

      

      

    

  

    
      
          
            
  
SSH and GPG Generation/Usage

SSH Keys:


	SSH-Client :If you don’t have ssh installed, normally the client is installed by default. If not it suffices to run as root:  Install it with apt-get install openssh-client .


	SSH-server : The server allows to connect remotely and gets installed by running as root: apt-get install openssh-server
For generating, show existing list, shh-add etc..





	ssh key generation: ssh-keygen -t rsa -b 4096 -C "your_email@example.com". This creates a new ssh key, using the provided email as a label.
Generating public/private rsa key pair.


	ssh exsiting key ID check: Enter ls -al ~/.ssh to see if existing SSH keys are present:
`


	ssh existing public display : cat ~/.ssh/id_rsa.pub its ssh key  should look like

ssh-rsa AAAAB3NzaC1yc2EAAAABIwAAAQEAklOUpkDHrfHY17SbrmTIpNLTGK9Tjom/BWDSUGPl+nafzlHDTYW7hdI4yZ5ew18JH4JW9jbhUFrviQzM7xlELEVf4h9lFX5QVkbPppSwg0cda3Pbv7kOdJ/MTyBlWXFCR+HAo3FXRitBqxiX1nKhXpHAZsMciLq8V6RjsNAQwdsdMFvSlVK/7XAt3FaoJoAsncM1Q9x5+3V0Ww68/eIFmb1zuUFljQJKprrX88XypNDvjYNby6vw/Pb0rwert/EnmZ+AW4OZPnTPI89ZPmVMLuayrD2cE86Z/il8b+gw3r3+1nKatmIkjn2so1d01QraTlMqVSsbxNrRFi9wrf+M7Q== schacon@mylaptop.local







	Adding your SSH key to the ssh-agent :


	
	Before adding a new SSH key to the ssh-agent to manage your keys, you should have checked for existing SSH keys and generated a new SSH key.





	
	Start the ssh-agent in the background.eval "$(ssh-agent -s)"






	
	Add your SSH private key to the ssh-agent. If you created your key with a different name, or if you are adding an existing key that has a different name, replace id_rsa in the command with the name of your private key file.
ssh-add ~/.ssh/id_rsa






	
	If you are working in git directory and if you want to add ssh access, you need to past your ssh publice keys in your git server and initiate ssh authentication in your local repo by simply issuing command in local repo as ssh-add or ssh-add agent_id_number
`
















Adding SSH-Agent to (GIT Kind of) Local repository:

This makes you not to enter ssh-agent password every time you push or pull the remote repository.


	Once you have started the SSH agent with: eval $(ssh-agent)


	You have to add your private key to it: ssh-add
This will ask you your passphrase just once, and then you should be allowed to push, provided that you uploaded the public key to Github.


	To save key permanently: ssh-add -k  This will persist it after you close and re-open it by storing it in user’s keychain.


	for more vist https://stackoverflow.com/questions/10032461/git-keeps-asking-me-for-my-ssh-key-passphrase#10032655




For more vist https://git-scm.com/book/en/v2/Git-on-the-Server-Generating-Your-SSH-Public-Key
and
https://help.github.com/articles/generating-a-new-ssh-key-and-adding-it-to-the-ssh-agent/





GPG : Keysigning
Install gnupg (or) gnupg2 by : apt install gnupg or apt installl gnupg2(for latest version of GNUpg 2)

The intent of this manual is to explain how you can create and sign a GPG key.


	Generatin(creating) a RSA Keypair :gpg --full-generate-key  [gpg --gen-key can also be used but results in onlydefault basic key generation, such as default 2048 start for below,  option (3), giving no option for choosing  4096 or any other Encryption Algoritham] or gpg2 --full-generate-key





	
	Select (1) RSA and RSA (default)






	
	select 4096 for strong key(debian recomended)






	
	Enter expiry date






	
	Enter Real name, Email[trusted] and comment






	
	After this gpg random key generation takes place and it looks something like this.








   `gpg: /home/user/.gnupg/trustdb.gpg: trustdb created`
   
 `gpg: key 23955501 marked as ultimately trusted`
 
 `public and secret key created and signed.`

 `gpg: checking the trustdb`
 
 `gpg: 3 marginal(s) needed, 1 complete(s) needed, PGP trust model`
 
 `gpg: depth: 0  valid:   1  signed:   0  trust: 0-, 0q, 0n, 0m, 0f, 1u`
 
 `gpg: next trustdb check due at 2021-05-11`
 
 `pub   4096R/23955501 2016-05-12 [expires: 2021-05-11]`
 
 `Key fingerprint = 519D 4592 3D31 56E6 B7A8  269E F9E2 35C3 2395 5501`
 
 `uid                  Test User <test@example.org>`
 
 `sub   4096R/653CA81D 2016-05-12 [expires: 2021-05-11] `





ADD other UID(other email to same GPG key):

If you need to add more than one email address to your key:


	
	Edit existing key to associate other UID(emial) by gpg --edit-key '519D 4592 3D31 56E6 B7A8 269E F9E2 35C3 2395 5501'






	
	add user by gpg> adduid then Real name, Email address, Comment






	
	Give previous passphrase to unlock the existing key and associate this email to that key.






	
	
	It look that 2 of your UID is added:(like)










	
	
	
	[ultimate] (1). Test User test@business.example














	
	
	
	[ultimate] (2)  Test User test@example.org














	
	Finally save it by gpg> save.








SET primary UID(When two or more UID are associate with GPG same key):


	
	Edit existing key: gpg --edit-key '519D 4592 3D31 56E6 B7A8 269E F9E2 35C3 2395 5501'






	If you(we) want uid 2 i.e [ultimate] (2) Test User <test@example.org> to be used as primary key thwn


	
	
	Give gpg> uid 2 andgpg> primary.










	
	
	Finally gpg> save .












List gpg key in LONG Format: gpg --armor --export KEY_ID here KEY_ID is 23955501 , the last 8 digits for gpg key.

Find more at https://keyring.debian.org/creating-key.html
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